
Introduction

• Samba is a widely-used networking protocol 
that allows computers on a local-area network 
to send and receive files with each other.

• Our study aims to determine if the Samba 
protocol is secure for file transfer on an 
infrastructure network.

• Our study also aims to fabricate packets similar 
to legitimate packets sent to a Samba server, 
and “trick” the server into receiving our 
illegitimate packets. 

• Inter-process communications, or IPCs, often 
take place between system processes during a 
file transfer. Our study aims to evaluate the 
extent to which these communications are 
secure. 

• macOS creates separate system user accounts 
for disparate system processes. This enhances 
the security of file transfers.

• Windows uses a more traditional pipe system 
for inter-process communications. This may 
make the system easier to exploit.
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• Samba is an inherently insecure protocol 
vulnerable to sniffing attacks, which can 
procure useable data through packet 
carving1. 

• Any implementation of Samba must only 
carry data that is already encrypted by 
the client before being sent.

• In some operating systems such as 
Windows, inter-process communications 
can be intercepted as well.

Further work will focus on exploiting the 
unencrypted Windows pipe data transfer in 
order to send illegitimate data through the 
pipe, and thus to the server. 
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Method

Packet capture utilities such as Wireshark and IO 
Monitor were used to isolate packets being transferred.

Figure C. Details of the testbed.

We aim to discover a way to infiltrate a Samba 
server and insert data of our choosing without 
knowing the authentication data of the server, 
such as a username or password. We also aim 
to understand the inter-process communication 
involved when a Samba file transfer takes place 
(such as pipes used in Windows to carry out a 
file transfer), which can then be exploited to 
transport malware. 
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Figure A. The pipes that are open during a 
Samba file transfer on Windows 10.  

Figure E. The process by which data is transferred through Samba on a Windows machine.  Note that 
regardless of the method of data transfer, or whether the transfer takes place from the client to the server 
or the server to the client, there exists at least one point where a sniffing attack would be successful.
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Figure D. macOS uses the principle of least privilege2

to assign processes to system-created accounts.

Transferring data through 
Samba on macOS is more 
secure than on Windows, as 
macOS creates separate user 
accounts which isolate the 
processes responsible for a 
given task (such as file 
transfer). Even with root 
access to the system, these 
processes cannot be sniffed. 

The copy command, 
when executed 
through the Windows 
command line, can 
replace files on the 
server with data of our 
choosing. This is a 
gaping vulnerability in 
the Windows file 
transfer procedure –
cmd.exe does not use 
the /srvsvc pipe, as 
observed in Pipe 
Monitor, whereas it is 
used when the Samba 
file transfer is 
completed through 
Windows Explorer.

Figure B. 
Unencrypted 
data being 
transferred 
from the Mac 
to the Time 
Capsule 
(sniffed by 
Wireshark).


